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® The term Internet of Things(IoT) was first suggested by Kevin
Ashton in 2009.

® It is used to refer to uniquely identifiable objects and their
virtual representations in an internet-like structure.

® If all the objects and people have identifiers, they could be
managed and inventoried by computers.

® The world where all objects and people have identifiers and
are connected by an internet-like structure is called the
Internet of Things.
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{ .
L ) What is AIoT?
Y

ﬁhe Artificial Intelligence of Things (AIoT) is the combination of
artificial intelligence (AI) with IoT infrastructure to

> achieve more efficient IoT operations
» improve human-machine interactions
» enhance data management and analytics

® A key feature of AIoT is to have Al on IoT devices, i.e. at the edge
or edge computing, with no need for external connections.

® AloT promise to unlock unrealized customer value in wide areas
such as edge analytics, autonomous vehicles, personalized fitness,
remote healthcare, precision agriculture, smart retail, predictive
maintenance, and industrial automation. ~—t

® We will discuss IoT first and then AloT.

CSIE52400/CSIEM0140 Distributed Systems

e i
AloT Introduction 3

Major Subject of 5G
(2020-2030)
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Connection of
7 Billion of People and
7 Trillion Things >
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even Underwater Things

® Even underwater IoT!

IoT as
Digital
Nervous
System
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S EN SO RS & ACTUATORS

We are giving our world a digital nervous system. Location data using GPS sensors, Eyes
and ears using cameras and microphones, along with sensory organs that can measure
everything from temperature to pressure changes,
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One to Many to Any

One to many to any: ICTs from happy few to the masses

e Mainframe (1 computer, many people)

s PC (1 person, 1 computer)

== Djgital native computing (1 person, many screens)
= |ntemet of everything

# Mobile broadband,

tablets

® Connected car

® Mass wearables

® Artificial
intelligence

¢ Cognitive
computing
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| Internet of Internet of Internet of
boffins geeks masses
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1969 - 1995 2000 - 2007
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1995 - 2000
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Mobile Internet

2007 - 2011
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things
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) Internet of Boffins(E&%)

'0/1969: ARPANET carried its first data packet. It was the first

network to use TCP/IP.
® 1970: Mark I Network by Davis (a packet switched network)
® 1973: Mark II Network

® 1974: Telenet (an American commercial packet-switched
network)

® 1980: Ethernet

® 1990: GOSIP(Government Open Systems Interconnection
Profile)

® 1994: first full text Web search engine
® A stage of early evolution and research.
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_.— Internet of Geeks(i%%)

o

1995: IPv6 proposed (makes IoT possible)

1995: Amazon started its 1st online retail service

1995: eBay provided online auction and shopping services
1996: Hotmail offered free Web based email service
1998: Google Search engine officially launched

1998: PayPal started 1st Internet payment service
Internet penetration was low until 2000.
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Internet of Masses

® 2000: Dot-com bubble burst, high growth in stock markets,

people across the globe started using the Internet, soci
networking sites emerged

® 2001: Wikipedia started

® 2004: Facebook started

® 2005: YouTube started

® 2006: Twitter started, WikiLeaks started

® The era with high growth and mass services
® The era of social network/media

CSIES2400/CSIEM0140 Distributed Systems AloT Introduction 1

N = = .
- Mobile Internet / N\
e |
/5 Th}first mobile phone call was made on April 3, 1973 with a
p ’ phone weighed 1.1kg (2.5 pounds) and sized
228.6x127x44.4mm.

® 1996: Nokia 900 Communicator was the 1st commercial mobile
phone with internet connection

® Mobile internet was available in 2007 when Apple released the
1st gen iPhone.

® 2007~2011 was the era of mobile internet.
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IoT Devices Growth

\—/4.
® Since 2010, the Non-loT and loT active devices
number of IoT from 2010 to 2025

devices has been
increasing each and
every day.

® There will be 25+
billion IoT devices
within the next 6

reas rerceoniney || || LL] I|I|III|I|I|I|I‘I|
® By 2030, 75% of all » B=N=R=ln il | I

. . 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025
devices will be IoT.
. Non-loT Devices . loT Devices
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IoT Application Trends

® The emerging applications of IoT:
> Informaton & Analytics
> Automation & Control

| Emerging Applications
]
| \

[
Information and Analysis Automation & Control
v ‘ ¥ 4 ¥

/I L
Sensar frocess i
Teacking Enhanced ke Gpiimized complex
Behavior Situational dicsi ﬂﬂt::“é‘“ Hesource s
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Figure 1. Application Domains of IoT
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® Another nice picture of
IoT application areas.

® All requires IoT devices
and applications through

IoT

> Collection phase ’Apgli::;ion. 7
» Transmission phase g 2 i /
> Processing phase —— TN
> Management phase e
» Utilization phase
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/, .~ 3 Dimensions of IoT
L AW 4 /
g _ /
L4 Any TIME connection
IoT is to provide -
> Any TIME B P
« Nl * On the move
> Any PLACE _Dm'i;  Outon
> Any THING « Indoors (away from the PC )
) + Atthe PC
connections and _>\
rvices. + Between PCs N
« Human-to-Human (H2H), not using a PC
= Human-to-Thing (H2T), using generic equipment W
* Thing-to-Thing (T2T)
Any THING connection
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Convergence ( Anytime |
| Any context |

® More dimensions
and the 6Cs

Internet
Connectivity Of
Things
P s N

4 b Y i
Any place
Anywhere

.
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l'/ Any path \
| Any Network |
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®
g;.—f IoT Elements

® Several elements are
required to deliver the s Somantes

functionality of IoT. y 1. Identify

2. Sense

4. Compute

3. Communication
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ioT Elements - Identification

'ﬁ\leed to offer explicit identity for each object.

® Two processes in identification: naming and addressing.
® Naming provides names of objects for referencing

® Addressing offers unique address of specific obj

® Two ore more objects may have same name but always
different and unique address.

® Naming methods: Electron Products Codes(EPC), Bar codes,
QR codes, Digital watermarking, ...

® Unique addressing is assigned by IPv6. 1

e

Introduction 22
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IoT Elements - Sensing

® Sensing is the process of collecting information from objects.
® The collected info is sent to the storage media.
® There are many sensing devices: /-\
» RFID tags
» Smart sensors
» Wearable sensing devices

» Actuators
> ...

CSIES2400/CSIEM0140 Distributed Systems AloT Introduction 2

" "ToT Elements - Communication

® Communication is essential for different objects to be
connected to each other and communicate.

® In communication, objects may send and receive messages,
files, and other information.

® Many technologies to facilitate communication:
> RFID (Radio Frequency Identification)
» NFC (Near Field Communication) 5

> Bluetooth \
> Wi-Fi /

» LTE (Long Term Evolution) p——
o/
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}[oT Elements - Computation

s

'O/Computation is performed on the collected information.
® Provide processing power for IoT applications.
® Many HW/SW platforms are available.

® Hardware platforms: Audrino, Rasperry Pi, Intel Galileo, Nvidia
Jetson Nano, ...

® Software platforms: Android, Tiny OS, Lite OS, ROS (Robot
Operating System), ...

® Stream processing platforms: Kafka, Flume, Spark, Storm, S4,
Google Cloud IoT, AWS IoT, Azure IoT, IBM Watson IoT,
Salesforce IoT, ...

CSIES2400/CSIEMO140 Distributed Systems ¥ AloT Introductian 25

_.—¢ IoT Elements - Services

[e]

® Identity-related services: get identity of objects
® Information aggregation: collect info from objects

® Collaborative services: integrate info sources, make decisions,
send appropriate responses, ...

® Ubiquitous services: offer immediate responses without
rigidity of time and place.

® IoT platforms: platforms for hosting, connecting, and
integrating IoT services. (next slide)
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IoT Platforms
/ 4 3 @ljﬁjl E@ —I—
@ 10T platforms play @ ..
" the role of e
middleware ~
between a 10T PLATFORM
hardware/devices
and applications. -
§ (c)) K :|:- %
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® The brain of IoT
® Coordinating all other elements to facilitate us
® Collect and integrate all information

® Determine the meaning of the data

® Make appropriate decisions

® Send responses to the devices

® Record and evaluation

® Improve effectiveness by machine learni
® Adjust/personalize to individual user
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IoT Elements - Semantics

ers/\
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@
NS ).ayered Architecture of IoT

\{rhe most | Application Layer I
fundamental @ Mabileand e appliction bsed ny
architecture of IoT N2 oF ceviees
consists of three i
|aye rs I Network Layer |
@ —
Cannecivedayices Local server and network
I Perception Layer I
»
Qusslo g 0 FvES
Smart home appliances Smart handheld devices Smart vehicles
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® \We also have 4 layers model.

4 Layers Model of IoT | —
|

Information o
Application %

- Integrated Application Layer \
Information o \
Processing e
Information ' h

Transmission

Construction Layer

Information "]
Generation - Sense and Identification Layer

\
b@ o) \
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=

r nother 4 Layer
7

V4

/@ They are more or

less the same
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ensing Layer
N 4

Sensors
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® Yes. We even have
5 layers model.
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- : System
Business Models MEM{
Smart
Graphic Data Representation Applications y
i i i Process
Decision Unit Information
= Data Analytics 4
Data
Transmission
: <
#ﬁ D Data
@ i Physical Objects Gathering
A g Sensor & Actuators
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]

)) Compare Layered Models

[ Architecture of loT

J{ A 4

Three Layer

® There are 3, 4,
even 5 layers
models.

® By comparing the

Four Layer Five Layer

models, the

essential parts

Network Layer Network Layer Application Layer
should be clear. 11 11 11
Perception Layer ‘ Support Layer Processing Layer

Application Layer

LR

Application Layer

LR

LR S

Perception Layer

Business Layer

Tl

T

Transport Layer

Perception Layer
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IoT Technology Stac

Noo |
l. The IoT technology stack covers all required technologies from
connecting IoT devices, producing data, to an actual purpose.

D

0\
w6 ¢
i € !—<<?>>— — (&I
N ¢ 9
Devices Gateway loT Platform Applications
&
Sensors & Connecting End-to-end loT Smart loT
Actuators devices to services applications h
platform
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IoT Platform Components

External interfaces
APIs, SDKs and gateways that act as interfaces for 3rd party systems (e.g., ERR CRM)

Analytics Additional tools

Algorithms for advanced calculations and Further development tools (e.g., app prototyping,
machine learning access management, reporting)

Data visualization
Graphical depiction of (real-time) sensor data

Database
Repository that stores the important data sets

Processing & action management
Rule engine that allows for (real-time) actions based on incoming sensor & device data

Device management
Backend tool for the management of device status, remote software deployment and updates

Connectivity & Normalization

Adents and libraries that ensure constant object connectivity and harmonized data formats & d
AloT Iho
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Security in IoT

(s

"O/IoT devices are much closer to people’s every day life than
any other devices.

® Security/privacy issues are much more important in IoT since
it may affect personal health or even life.

® No benefits of IoT can be provided without proper
management of security and privacy.

® Different mechanisms are proposed for different layers of the
IoT architecture

q

“‘“’\o/
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Internet of Things

Perception Layer

_& Network Layer

Hashed Based
Encryption [86, 87]

Identity Management
Framework [104]

_l PKI like Protocol [88, 89]
Secure Authorization
OAuth [90, 91]

Risk Based Adaptive
[105]

_‘ SDN with IoT [106, 107]

Lightweight
Cryptography [92—101]

Cooperation of Nodes
Comm. Protocol [108]

/
Embedded Security Reputation System based Identity based Security
Framework [102, 103] | { Mechanism [109] ‘ Framework [117, 118]
Cluster based Intrusion
Detection System [110]
(@)
O (https://www.researchgate.net/publication/327272757 loT_Elements

Security Mechanisms in Io"'\\
e

Application Layer

Preference Based
Protection [111113]

Access Control l_
Mechanism [114, 115]
OpenHab Technology

[116]

IoTOne Technology [116]

|

— .
L ——
.

/
/
/

[

Architectures _and Security Issues A Comprehensive Survey)
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Internet of Things

Challenges of IoT

\ﬁhere are many research challenges ahead.

Poor Management Big Data Energy Efficient Security Privacy and Trust

CSIES2400/CSIEMO0140 Distributed Systems

- i Identity Data - ‘
Unauthorization Mumgrmant Communication Storage Network '/
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NE
; _“Concluding Remarks On on\k

® The IoT era is herel

® Expected to greatly enhance the quality of life.

® In general, IoT would allow for the automation of everything
around us.

® Many issues and challenges are still ahead of us.
® Extensive research and industrial efforts have been devoted

into IoT.
® Tons of opportunities and jobs are waiting for capable
graduates.
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[ " IoT Landscape 2023

) / 0%83 10T ANALYTICS Your Global l1oT Market Research Partner
| The Leading loT Software Companies 2023

Based on feedback from loT adopters!?
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Source: loT Analytics Research 2023 - loT Software Adoption Report 2023. We: b k for with a link iginal post of .
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N

o
D

network’s edge.
® The integration of edge Al and IoT exemplifies

system.

introduction of AloT. (by IBM)
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How to combine AI and la

’0 Edge Artificial Intelligence (edge AI) refers to processing data
where it’s generated rather than sending it to cloud via the net.

® Edge Al involves deploying AI&ML models directly to the

® However, AloT is the fusion of Al and IoT in general.

® While IoT is the digital nervous system, Al becomes an
advanced brain that makes the decisions to control the overal

® True potential of IoT will only be achieved through th

AloT technology.

N
\ .o
\ \ @
\ @
&T Introduction 41

processes all impulses and makes decisions.

close to the source where data was originated.

the brain (centralized cloud).
responsiveness.

responsiveness to all kinds of IoT devices.
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Cloud AI vs Edge Al

'(rwo main ways of implementing AloT are cloud Al and edge Al
® Cloud Al is to send all IoT data to the centralized cloud that

® Edge Al is to process data and make decisions in the periphery,

® Edge Al is like the reflexes of the nervous system that can
make autonomous decisions w/o the need to send all info to

® Cloud AI has been shown to be very useful but lack real-time

® Edge AI brings intelligence, real-time decision making and

“._?.-f’“ AloT Introduction 42




CSIE52400/CSIEMO0140 Distributed Systems Lecture 10: Introduction to AloT

Z

v /
/7 . «;.E\ aws
_/® Edge Al based AloT is the e
" most promising fusion of N o
AI and IoT. B -~ Bt i facebook [
® It provides solutions to E g = S
overcome the bottlenecks, (& \7£\ m
latency, and privacy — :
issues of cloud-based Al Q
applications. Z

B o= 1] =
Intelligent Edge Edge Intelligence
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Benefits of AIoT

® Enhancing connectivity and data insights
® Boosts operational efficiency

® Real-time monitoring

® Improved decision-making

® Smart and flexible automation

® Reduces operational costs

® Predictive maintenance

® Increased scalability

® Reduced human error

® Helps in risk management

® Greater customization and personalized us nces "
® Increased security and privacy

CSIES2400/CSIEMO0140 Distributed Systems AloT Introduction 44
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Major AIoT Application Arez;rs\\

I
® 5G, AI/ML and IoT facilitate 6 hottest areas of applicatigns ‘
I

Major 5G AloT application areas N-iX

\\~
()

0,
A,
®
I mm

N2
Industrial =

Smart Cities Smart Home

Manufacturing

o = T o
= = By

d /\ —

Autonomous Wearables Retail

Vehicles
(o) /
O
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Market Insights

Global Artificial Intelligence of Things (AloT) Market

GLOBAL STATISTICS

M ar ket CACR (202332 | value2022) | value (203
>20% >$9 BN >

Market Drivers \' By Regi

2) > Naorth Am
$25 BN
Pacific
\olativoly Figh CAGR of KX% from 2023
Value (2022) Share (2022) CAGR (2023-32)

Software component | Cloud deployment Healthcare
—_— segment segment sector

B .¢sBN >45% >25%

TRANSPARENCY

N—— i

o
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lobal AIoT Platforms Market
—

| | By Offering:
| CAGR _ oo
— 500
| (2024-2031) - |
I ) ey O, =
! ; B| o | 2
N 37.04% D — Q | lgg I I m2023
| e L =5 |
| p—m % | . 2031
| ‘ | | Solutions  Services o
LargestRegion: : :
North America | F i e e T e e R
| By Offering: I By End-Users:
—_ |Manwarurmg | ]
Market Size: | — 2023
USS$5.07Bn : 2031
(2023) | others [l
Others ot

2023 2031

BS Microsoft

Email: info@insightaceanalytic.com h INSIGHT ACE ANALYTIC
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N

| zﬂBT Platforms Market Siz

O
’0 The global AIoT platforms market size is expected to reach
$31.4 billion by 2029. (KBV reseaarch)

D

AloT Platforms Market Size, By Vertical, 2019 -2029

31.4 Bn

2 Bn '.l ll
= = = 2 EE B 0 B

2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029

m BFSI % Manufacturing m Retail \
M Healthcare M Energy & Utilities M Transportation & Logistics 3
= Others Source: www.kbvresearch.com
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NE
> _€oncluding Remarks On AloJ

® The AIoT is always on the hottest IoT trends!!
® So hot that IoT is now often directly referred to as AloT.

® AloT also brings unprecedented attention to network security
and privacy protection.

® One analogy to AloT might be water: it is practically
everywhere, it is about everything and it is essential to life as
we know it, or as we ask it to be,

® The main challenge is to integrate data.
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